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o business legislation in recent history has
elicited a broader range of reaction among
financial professionals than the Sarbanes-
Oxley Act of 2002 (SOA). While SOA
clearly presents compliance challenges for public com-
panies of all sizes, for many smaller, nonaccelerated fil-
ers these challenges can seem all but insurmountable.
For some, this perception can lead to willful denial
that compliance requirements extend to them. For oth-
ers, it typically yields token efforts at compliance that

often fall short. Neither is a good response.
Unfortunately, many smaller companies lack the inter-
nal resources and specialized expertise necessary to suc-
cessfully address all of the complexities associated with
comprehensive SOA compliance.

Much of the standard professional auditing literature
and available guidelines focuses almost exclusively on
the objective analysis of accounting system control activ-
ities that support the financial reporting process. As a
result, many auditors may find themselves ill equipped
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to address some of the more subjective
and technically unfamiliar internal control
aspects of SOA compliance audits: internal
control framework development method-
ologies, the risk assessment activities on
which they depend, and the information
technology (IT) and business process
automation systems that facilitate them.

Because business technology plays a
major role in most companies’ internal con-
trol activities, IT-related aspects of SOA
compliance are not commonly addressed
in typical accounting literature. Such IT
aspects include the COBIT IT internal con-
trol and governance framework, as well
as IT general controls than can potential-
ly impact the accuracy and timeliness of a
company’s financial reporting processes.
The historical development of COSO’s
Internal Control-Integrated Framework
and an overview of its key elements form
the conceptual underpinnings of corporate
internal control systems.

A Short History of Decay

Sarbanes-Oxley is not the first time that
government has tried to protect the public
from corporate malfeasance. A similar spate
of high-profile corporate scandals in the
1980s prompted the establishment of the
Treadway Commission, which laid the foun-
dation for a variety of meaningful account-
ing and financial reporting reforms. Today’s
SOA provisions are the direct descendants
of these reforms. They are also only the first
round in what is likely to become an ongo-
ing legislative effort to improve corporate
governance and accountability.

The Treadway Commission’s charter rec-
ognized the need to improve corporate inter-
nal control over financial recordkeeping and
accounting practices. The task of address-
ing this issue fell to a group of private
organizations known as the Committee of
Sponsoring Organizations (COSO). COSO’s
primary contribution to the Treadway
Commission’s efforts was the development
of an open, integrated framework for ana-
lyzing and improving the effectiveness of
internal controls. Officially published in
1992, COSO’s Internal Control-Integrated
Framework has become the de facto stan-
dard for internal control analysis and
reporting. While leaving the door open to
other potential internal control development
frameworks, both the SEC and the PCAOB
have specifically sanctioned the COSO
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framework as an appropriate guideline for
SOA-compliant internal control analysis,
development, and documentation.

Overview of the COSO Integrated Framework

The conceptual underpinnings of the
COSO framework are quite simple and
based upon the following observations:
® Every business has numerous opera-
tional objectives that it must accomplish in
order to be successful.
H Every operational objective contains
various inherent quantitative and qualita-
tive risks to its achievement.
m The potential consequences of these
risks should be reduced, wherever possible
and practical, by instituting “integrated”
internal controls.

COSO defines five key elements of
an integrated, or comprehensive,
framework of internal control as
follows:
M Control environment.
Executive management
and corporate gover-
nance bodies must
ensure that appropriate
corporate ethics and
values are established
and enforced at the
executive level and
effectively instilled
throughout the entire
organization. If this
“tone at the top” is not
successfully established,
the entire system of
internal control can be
easily undermined and
susceptible to fraud and
inaccurate financial reporting.
B Risk assessment. Efforts must
be made to analyze, define, and docu-
ment the qualitative and quantitative risks for
all key business units and processes involved
in achieving the organization’s business
objectives. Accurate risk assessment is per-
haps the most critical element in establish-
ing an effective framework of internal con-
trol. It serves to highlight and isolate those
specific business units and processes which
present the greatest risk to the organization’s
operational goals, and thereby helps focus
and prioritize the creation of the organiza-
tion’s overall internal control framework.
m Control activities. Once all internal
control objectives have been established

RISK ASSESSMENT

'CONTROL |
ENVIRONMENT

and their risks have been accurately
assessed, specific safeguards, processes,
and procedures must be developed and
implemented to reduce or mitigate the
defined risks to all critical internal control
objectives. Many internal control analy-
sis, testing, and reporting functions tend
to focus almost exclusively upon control
activities, because they lend themselves to
objective analytical criteria. The danger,
however, is that effective control activi-
ties in and of themselves do not ensure that
the organization has implemented an effec-
tive system of internal controls. All five
COSO components must be present to
ensure that these control activities function
correctly and consistently over time.

EXHIBIT 1
COSO CUBE DIAGRAM

A
e

MONITORING

INFORMATION &
COMMUNICATIONS

CONTROL ACTIVITIES

Unit A

Unit B
Activity 1
Activity 2

m Information and communication.
Information and communication channels
that support internal control objectives
must be available and understood by all
members of the organization as well as
all necessary external entities (e.g.,
boards of directors, audit committees).
Open internal and external communica-
tions are vital to internal control because
they support the checks and balances that
ensure the integrity of the control envi-
ronment as well as the effectiveness
and consistent application of control
activities.
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B Monitoring. The organization must
ensure that all internal control objectives
are continuously monitored, regularly
tested, and revised as necessary to support
changing business conditions. An effective
internal control system must be dynamic
and adaptable. As business technology con-
tinues to evolve, the pace of business grows
exponentially faster and becomes more dif-
ficult to control. If the organization does
not have a methodology in place for
accurately measuring and benchmarking
the effectiveness of its internal control pro-
cedures over time, these controls can quick-
ly become outdated and ineffectual.

COSO affirms that an integrated internal
control framework must take all of these ele-
ments into account and include control
objectives that effectively address each of
them. In other words, the effectiveness of a
company’s overall system of internal con-
trols could be severely compromised if any
one of these five key components is lack-
ing in its design or execution.

COSO also requires that the develop-
ment of control objectives incorporate a
scope that encompasses the following three
functional considerations:

B Operations: Improved operational
efficiencies.

m Financial reporting: Accuracy and
timeliness of the financial reporting process.
m Compliance: Adherence to all
corporate legal and regulatory respon-
sibilities.

Finally, COSO requires that control
objectives based upon the guidelines
detailed above be developed for all busi-
ness units as well as all key business pro-
cesses conducted within these units. This
ensures that the control framework is
designed to encompass both company-wide
and process-specific operational control
objectives. (Exhibits 1 and 2 present a
graphical representation of the COSO
framework and an example of typical
COSO internal control documentation.)

IT Support

While most IT departments are actively
engaged in supporting their organization’s
internal controls over financial reporting, and
many do so effectively, few are well versed
in the disciplines and procedures necessary
to adequately substantiate or document these
activities in accordance with COSO or SOA
requirements. This presents a significant
dilemma because, in most public companies,
IT departments bear a great deal of respon-
sibility for ensuring the accuracy, integrity,

EXHIBIT 2

and availability of the fransactional data used
in financial statements.

The PCAOB has recommended that in
making a determination regarding which
controls should be tested for Sarbanes-Oxley
compliance, auditors must consider “controls,
including information technology general
controls, on which other controls are
dependent” (PCAOB Release 2003-17).

By and large, most auditors already
have some experience analyzing IT
“application-level” internal controls; anal-
ysis of these controls has been included
in standardized audit procedural guidelines
for a number of years and has already
been incorporated into the testing and
walk-through procedures typically con-
ducted during the course of a normal
audit. Analyzing “general” IT controls,
however, requires a level of IT knowledge
and technical expertise that goes well
beyond what most internal and external
auditors have been trained for.

General IT controls can potentially encom-
pass the entire spectrum of an organization’s
IT operations, and many of these controls,
along with the systems which support
them, may not be adequately documented
for purposes of SOA compliance. The
auditor’s judgment and discretion must be

SAMPLE COSO INTERNAL CONTROL DOCUMENTATION

Risk Assessment and Control Activities Worksheet

Activity: INBOUND

Objectives

Manage Logistics

Actions, Other Evaluation
Risk Analysis Control Activities, Objectives and
Risk Factors Likelihood Comments Affected Conclusion
Receipt of large Medium-High Production provides Policies and procedures are

1. Materials are to be
tested, and either
accepted and moved
to storage, or
rejected and
returned for credit
on a timely basis.

quantities of
materials may delay
the receiving and
testing activities.
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a weekly report of
those items most
critically needed to
continue efficient and

uninterrupted production.

The Director of
Procurement/Receiving
reviews materials to be
tested and prioritizes

such materials based on

the weekly report.

insufficient for timely
processing. Policies and
procedures must be
developed to detail how
materials should flow
through receiving and
testing, in the event of large
amounts of materials being
received, and how
achievement of the objective
is to be monitored. Addition-
nally, using engineering per-
sonnel to test materials may
create conflicts between
testing and engineering,
especially if such use nega-
tively affects achievement of
engineering objectives.

Controls are sufficient to
achieve the objective.
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applied in order to segregate those general
IT controls which could potentially have a
significant or material impact on any given
company’s financial reporting processes.
Once these high-risk controls have been suc-
cessfully isolated, auditors should be pre-
pared to provide guidance to IT department
management and personnel in developing
appropriate IT general control documenta-
tion and testing procedures to support
ongoing SOA compliance activities.

The Changing IT Environment

Unfortunately, the COSO Internal
Control-Integrated Framework provides lit-
tle guidance regarding general IT controls,
because IT environments have changed dra-
matically since its publication. When
COSO’s integrated framework was initial-
ly released, the typical enterprise IT envi-
ronment was centralized and composed pri-
marily of customized, legacy business appli-
cations. The most significant risks these sys-
tems represented to the integrity of finan-
cial data and reporting related to internal
controls over application development, data
entry, and system access.

In the COSO framework example doc-
umentation itself, only a handful of pages
deal specifically with internal controls over
IT operations, and these are nearly exclu-
sively devoted to the aforementioned con-
trols. While these IT internal control issues
still exist and are a key focal point in any
SOA control analysis, they represent only
the tip of the iceberg with respect to today’s
financially relevant general IT controls.

Since the introduction of COSO’s
Internal Control-Integrated Framework,
enterprise IT environments have grown
exponentially more complex and decen-
tralized. Sophisticated e-mail systems and
web-based technologies now handle much
of the financial information and corporate
communications that were once conducted
manually and left paper trails. Generic
accounting software applications and inte-
grated ERP systems have sophisticated
financial controls that can be configured to
dynamically ensure the security, availabili-
ty, and integrity of financial data.

Analyzing access security parameters and
data-entry batch controls is no longer enough
to ensure the accuracy and integrity of a
company’s financial data. Modern business
technologies have enabled companies to con-
duct transactions in real time on a plethora
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of disparate processing platforms. As com-
panies continue to leverage modern business
technologies, both the pace and the breadth
of financial data processing continue to
increase. Corralling this financial data flow
will be critical to successfully controlling
its accuracy and integrity in the future,

COBIT: The COSO of IT

The dizzying array of modern business
technology available can differ dramatical-
ly in its potential impact on a given com-
pany, but the technology itself only repre-
sents part of the equation. What about the
IT control environment is necessary to
successfully manage and maintain these
sophisticated IT systems?

Modern IT environments often require
teams of highly skilled management and
technical personnel to operate efficiently. Are
there enough personnel qualified to per-
form these duties effecti\/eiy? Is their train-
ing maintained on an ongoing basis in
order to ensure continuoys support for the
company’s growing IT systems? Are effec-
tive change-management policies and
procedures in place to coordinate
ongoing system enhancements?
Does the high-level system
access to financial applica-
tions and databases that
IT personnel need pre-
sent a significant inter-
nal control issue?

These and count-
less other issues with
respect to IT gover-
nance also break new
ground for auditors
that must now, for
SOA-compliance
attestation, form an
opinion as to the
effectiveness of the
general IT controls
upon which other
financial internal con-
trols depend.

The IT Governance
Institute has published a
discussion document, “IT
Control Objectives for
Sarbanes-Oxley,” which provides what may
be the only comprehensive methodology for
assessing both general and application-level
IT controls in support of SOA compliance
(available from www.isaca.org). The work

CO0SO Components

L
>

is based upon COBIT, a detailed set of pro-
fessional guidelines for establishing effec-
tive IT governance, auditing, and internal
control objectives. It identifies generic inter-
nal control objectives for the financial report-
ing process and modifies them accordingly
to specifically address SOA compliance con-
siderations. This specialized subset of
COBIT is then mapped to the components
of the COSO framework. The end result is
a detailed IT internal control checklist that
can be used to thoroughly assess both IT
general and application-level controls for
purposes of SOA-compliance analysis.

In addition to this checklist, this docu-
ment also provides IT management with
a comprehensive road map for coordinat-
ing all aspects of their department’s sup-
port for the company’s overall SOA com-
pliance activities. Beyond being an excel-
lent guideline for educating IT manage-

EXHIBIT 3

IT controls should consider the overall
governance framework to support the
quality and integrity of information.

jnformaintion &
Commumcation

‘ Monitbring

Controls in IT are relevant to both financial report-
ing and disclosure requirements of Sarbanes-Oxley.

Competency in all five layers of
COSO’s framework is necessary to
achieve an integrated control program.

ment and personnel, it is also a valuable
resource for auditors that wish to achieve
a greater understanding of modern IT inter-
nal controls and their relevance to SOA
compliance.
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FExhibits 3 and 4 illustrate COBIT’s rela-
tionship to the COSO internal control inte-
grated framework. Using COBIT as a
foundation for an SOA IT internal control
analysis methodology is logical because its
open framework encompasses an integrat-
ed approach to enhancing enterprise IT
governance and internal control that is sim-
ilar to COSQ’s. COBIT was designed to
provide a consistent set of guidelines and
best practices for maintaining an enterprise
IT environment, not specifically to support
the accuracy and integrity of the financial
systems operating within this environment.

While COBIT and the “IT Control
Objectives for Sarbanes-Oxley” discussion
document derived from it provide an excel-
lent foundation, these reference documents
alone cannot solve all of the problems audi-
tors will face in determining how the
numerous IT general and application-
level internal controls detailed in this doc-
umentation may affect a specific organi-
zation’s financial reporting processes.

Because the COBIT IT controls are
exhaustive and often focused exclusively
on IT-related issues, not all will have rel-
evance to a particular company’s finan-
cial reporting processes. In general, when
COBIT is the reference, auditors should be
prepared to make a strong case for how
and why a particular IT general control
chosen for analysis or testing could
potentially uncover a deficiency that could
have a significant or material impact on the
company’s financial statements. An
informed determination about the IT gen-
eral controls to focus on will be critical to
the successful completion of an SOA audit.

Case Study

To illustrate how to isolate modern IT
general controls that could have relevance
to corporate financial statement processing
functions, consider the following charac-
teristics of a typical large corporation:
® The company maintains multiple
national offices and distribution centers
linked via WAN and VPN connections.
m  All accounting, supply chain, and ful-
fillment operations are fully integrated via
a modern, distributed ERP system that
feeds financial information back to a cen-
tralized mainframe in the home office for
financial processing and reporting.
B The company has internally developed
an e-commerce website that generates most

of its total sales orders. A high percentage
of its purchasing and EDI operations are also
conducted via secure trading-partner web-
sites maintained by vendors or independent
third-party service providers.

B The company distributes the majority
of its internal financial reporting docu-
mentation electronically to all business
units in real time via secured intranet web-
sites and e-mailed PDF report attachments.

For a company like this, above and
beyond the standard IT security, access
control, and accounting process walk-
throughs, attention should also be paid to
the following specialized IT general and
application level control areas:

Network infrastructure. In distributed IT
environments, particularly those utilizing
remote-access technologies, security con-
siderations go well beyond analyzing
basic network and application-level user
access parameters. A thorough analysis of
IT controls in this area would include a
review of firewall configuration parameters,
network intrusion detection and monitoring
provisions, network performance monitor-
ing activities, network configuration and
administration functions, data classification
and encryption standards, e-mail and

antivirus filtering provisions, business
continuity provisions, and critical third-party
service provider reliability. Because any
weak link in the chain of a company’s
network infrastructure could jeopardize
the company’s financial data, a key defi-
ciency in this area could ultimately have a
significant effect on the company’s finan-
cial statement production process.

Another key issue is the role the network
plays in supporting corporate communi-
cations. Information and communication
represents one of the key COSO elements
in establishing an integrated framework
of internal control. Any significant defi-
ciencies that could compromise reliable
information exchange and corporate com-
munications could also represent a key
internal-control concern.

ERP configuration and business conti-
nuity. Modern ERP and accounting systems
are capable of fully automating and inte-
grating many highly complex business pro-
cesses and centrally regulating and moni-
toring a broad array of financial and account-
ing system controls. No two vendors’ ERP
or accounting applications are alike, and
many can be extensively customized to sup-
port specialized vertical industry require-

050 Compone
. e
EXHIBIT 4 CElEd e T e
COBIT CONTROL OBJECTIVES g E S 2 £ é = S
C e i G > 0D b=
Ss|Tgl82|EE| B
iy 2ol
Plan and Organize
Define a strategic IT plan. o o o
Define the information architecture. o o
Determine technological direction.
Acquire and Implement
Identify automated solutions.
Acquire and maintain application software. o
Acquire and maintain infrastructure. o
Deliver and Support
Define and manage service levels. o o o
Manage third-party services. o U o o
Manage performance and capacity. o o
Monitor and Evaluate
Monitor the processes. o J
Assess internal control adequacy. J
Obtain independent assurance. o o
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ments. Detailed knowledge of the control,
security, and workflow configuration param-
eters particular to the specific ERP and
accounting software applications in use is
critical in analyzing how effectively these
systems support the company’s internal con-
trols over financial processes and procedures.

In the example above, all internal
accounting operations are being processed
centrally via the home office’s mainframe.
This affects the company’s ability to pro-
duce accurate financial reports on a time-
ly basis should an unplanned business inter-
ruption make this system unavailable for
an extended time. As a result, an 1T inter-
nal-control review should ascertain whether
the company has performed a formal busi-
ness-impact analysis or risk-assessment
study on its mission-critical business sys-
tems, and whether adequate business con-
tinuity provisions have been established.

Web-based application development
considerations, and third-party reliance.
As companies continue to migrate mis-
sion-critical business applications to the
web and integrate web-based applications
with back-end accounting systems, the
technical sophistication necessary to effec-
tively evaluate and test related internal
controls has grown considerably.
Companies employ dozens of different
database and application development
tools in building their websites. Insofar as
these websites increasingly support criti-
cal financial operations that could have a
material impact upon the company’s
financial reporting processes, they repre-
sent a key point of concern.

When analyzing web-based application
development, auditors should focus on
the methodology the company is employ-
ing to monitor and regulate website
development and maintenance. Are these
activities being properly administered,
tracked, and audited? Are web-based appli-
cations tested thoroughly prior to intro-
duction? Are encryption standards imple-
mented to protect sensitive data? Arc ade-
quate reconciliation procedures in place
to ensure that online financial transactions
are correctly recorded on a timely basis in
the company’s back-end accounting sys-
tems? Are the underlying databases ade-
quately secured to prevent unauthorized
access and manipulation of data prior to
their entry into the accounting system? Are
any key third-party service providers or
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business partners utilized to support web-
based business activities, and are their sys-
tems secure?

Paperless Financial Reporting Systems
Implementing real-time financial man-
agement and paperless reporting systems
can dramatically enhance the efficiency of
an enterprise’s operations. While helping
make companies more nimble, the increas-
ing adoption of these technologies has
robbed auditors of ready access to the paper
trails that have traditionally supported their
analysis and testing of internal controls.
To successfully analyze IT controls
surrounding dynamic systems and paper-
less environments, auditors must acclimate
themselves to specialized data extraction
and analysis tools and work directly with
the live data that reside on these systems.
Walk-throughs of financial reporting func-
tions will require a detailed understanding
of the underlying databases, scripts, appli-
cations, and electronic reports generated by
these systems. Auditors must also analyze

the automated internal control procedures
that have been programmed into these
applications to perform data integrity
checks, including exception handling, error
tracking, and reconciliation functions, as
well as the e-mail and intranet-based work-
flow automation processes utilized to
streamline financial reporting.

While by no means exhaustive, these
illustration issues identify various general
IT controls that could have a material
impact on financial statements. It is nec-
essary to have a clear understanding of the
relationship between these IT general
controls and the financial processes they
support within the organization’s overall
framework of internal control. a
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